


Applying the legislation – 
Information Privacy Act 2009
TEMPLATE
ELIGIBLE DATA BREACH REGISTER TEMPLATE
The Office of the Information Commissioner (OIC) has designed this Template to assist Queensland public sector agencies in complying with the requirement to keep and maintain a Register of Eligible Data Breaches (Register) and should be read in conjunction with the Mandatory Notification of Data Breach (MNDB) and MNDB Exemptions guidelines. 
This Eligible Data Breach Register Template should be considered in conjunction with the Data Breach Policy Template and the Data Breach Response Plan Template. These Templates are a suite of documents designed to assist agencies in complying with obligations under the Information Privacy Act 2009 (Qld) (IP Act) and the MNDB scheme.
Register of Eligible Data Breaches 
Section 72 of the IP Act will require agencies to establish and maintain a Register. The Register must include specific information as prescribed by section 72(2) of the IP Act as follows: 
	a description of the Eligible Data Breach, including the type of data breach under section 47
if the agency relied on an exemption, which exemption is relied on
if a statement is required for the Eligible Data Breach under section 51, the date the statement is provided
if further information about the Eligible Data Breach is required to be given to the Information Commissioner under section 52, each date the further information is given
	if individuals are notified of the Eligible Data Breach under section 53(1)(a) or (b), the individuals notified and the date and method used to notify the individuals
details of the steps taken by the agency to:
· contain the Eligible Data Breach; and
· mitigate the harm caused by the Eligible Data Breach
details of the actions taken by the agency to prevent future data breaches of a similar kind occurring


Things to keep in mind
The purpose of the Register is to be the agency's record of Eligible Data Breaches and a tool to assist in the tracking and analysis of data breach risk as well as assessing the effectiveness of response methods. This purpose should guide an agency in determining the level of detail to be provided in the Register.
However, when including information in the Register, agencies should weigh up the following considerations: 
appropriate level of detail? Will the level of detail to be included in the Register assist the agency in the tracking and analysing data breach risk and response effectiveness?
should the information be included in the Register? Although the Register is intended to be an internal document, care should be taken to ensure that details in the Register do not disclose sensitive technical information which could expose the agency to fraud or cyber risk or sensitive information including personal or confidential material.
is the information accurate? Relevant areas of the agency should be consulted to not only assess whether the information should be included in the Register as above, but also whether the information is accurate. For example, if it is necessary to describe the Eligible Data Breach using technical terms or descriptions, it may be necessary to consult with specific areas of the agency.
is it practicable to include the information in the Register at this time? The Eligible Data Breach or aspects of an Eligible Data Breach may be subject to investigation or under consideration and not resolved. This could include investigation by a third party such as the Crime and Corruption Commission Queensland. Therefore, there will be circumstances where it may not be practicable to include an Eligible Data Breach on the Register until such matters are finalised to avoid having to amend or update the Register on an unnecessary basis.
who is the custodian of the Register? To ensure that the Register is maintained and there is control around including information in the Register, an area or officer of the agency should be designated as the custodian of the Register and a process to authorise the inclusion and/or amendment of information in the Register should be established. 
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	"As soon as it is practicable"
Where it is practicable to include information on the Register, agencies must do so as soon as it is practicable. While what is "practicable" will depend on the circumstances, as a general rule, an agency should include the information in the Register as soon as possible.



This Template does not constitute legal advice and is general in nature only. Additional factors may be relevant in specific circumstances. For detailed guidance, legal advice should be sought.

	For information and assistance on legislation, please refer to
the appropriate Guideline on OIC’s website, or contact the Enquiries Service
on 07 3234 7373 or by email enquiries@oic.qld.gov.au
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SCHEDULE 1
Register of Eligible Data Breaches
Section 72 of the Information Privacy Act 2009 (Qld) requires [Agency] to keep an internal register of all Eligible Data Breaches.
	[Agency] data breach identifier
	Description of data breach
	Date statement provided to Information Commissioner
	Date further information requested from Information Commissioner
	Notification to individuals
	Application of any exemptions
	Description of steps taken to contain and mitigate harm 
	Description of preventative actions taken

	
	This includes a description of the type of data breach under section 47 of the IP Act.
	
	If multiple requests made, the date of each request for further information.
	This includes the individuals notified and the date and method used to notify the individuals.
	See Chapter 3A, part 3, division 3 of the IP Act.
	See Chapter 3A, sections 48(2)(a) or 48(4)(a) of the IP Act. 
See Chapter 3A, section 48(4)(a) of the IP Act.
	Details of the actions taken by the agency to prevent future data breaches of a similar kind occurring.
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