




procedures and forms. In this way, personal information will be managed 
appropriately as a matter of course during everyday business, rather than requiring 
remedial efforts to be applied after a system has been built. 

Cloud based technologies 
The privacy principles in the IP Act provide a judicious mixture of permission and 
protection when the Queensland community's personal information is transferred to 
an overseas-based cloud services vendor. The relevant privacy principle - section 
33 - was presciently drafted to readily apply to offshore cloud services. The privacy 
principles emphases on security, integrity and availability of personal information are 
issues that go to the heart of any cloud services contract. 

The privacy principles also provide a strong measure of protection for government in 
its outsourcing arrangements. If, as part of the service agreement, the contractor 
accepts being bound by the privacy principles in terms of the personal information it 
accesses from government, the contracting agency is able to pass on the liability for 
any privacy breaches to the contractor. The contractors' adoption gives the added 
benefit of community members retaining the right currently enjoyed only through 
their dealings with government - the right to access their own personal information. 

Conclusion 
OIC recognises the need for change presented in the discussion paper - greater 
cooperation between government agencies, consolidation of points of contact and 
entry and the increasing partnership between government and the private sector. 
OIC is strongly supportive of the potential of new technologies and new ways of 
doing business to deliver improved services, accountability and protection of 
individuals' personal information. In particular, OIC supports open data and other 
initiatives and strategies that maximise disclosure of government-held information to 
the community, promote transparency and open government, and provide 
appropriate protections for the community's personal information. 

However OIC notes that with increased outsourcing, consideration will need to be 
given to how the Government can ensure transparency and accountability is not 
diminished where private IT providers will hold government information. All contracts 
with such providers should ensure that the government information that is held by 
them is accessible to the community in a similar manner to that currently available 
under RTI and IP legislation and is treated as a public record for the purposes of 
record keeping. 

OIC remains available to provide assistance in these areas and looks forward to 
working with both government agencies, private sector and the community to deliver 
the government's vision. 

If you would like to discuss any aspect of this submission please contact 
Steve Haigh on 07 3405 1111 or administration@oic.qld.gov.au 

Clare Smith 

Acting Information Commissioner 
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