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The Honourable Peter Wellington MP 
Speaker of the Legislative Assembly 
Parliament House  
George Street  
Brisbane  QLD  4000 

 

 

Dear Mister Speaker 

I am pleased to present Privacy and Mobile Apps: How three Queensland government 
agencies meet their obligations under the Information Privacy Act 2009 (Qld) when 
developing and operating mobile apps. This report is prepared under section 135 of the 
Information Privacy Act 2009 (Qld).  
 
The report outlines agencies’ practices in handling personal information, in particular their 
compliance with the privacy principles and the Act, when planning, developing and operating 
mobile apps. It identifies examples of good practice and makes recommendations to all 
government agencies. 
 
In accordance with subsection 193(5) of the Act, I request that you arrange for the report to 
be tabled in the Legislative Assembly. 

 
 

Yours sincerely 
 

 
 

Rachael Rangihaeata 
Information Commissioner 
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1 Summary  
 
 
Government agencies are increasingly using mobile apps to connect with the community, for 

example through social media apps. They are also developing and deploying their own apps 

to deliver services and offer another way for Queenslanders to interact with government. 

Australians are becoming more discerning about privacy, and want to be able to choose the 

personal information they provide and its use, including in mobile apps. This means 

government agencies need to design mobile apps with privacy in mind.  

Unlike traditional programs for desktop computers, mobile apps can seek permission to access 

information stored on hand-held devices. This includes location, contacts and pictures. Mobile 

apps can also seek permission to access and use a device’s features such as the camera, 

microphone and GPS. 

Government agencies must give sufficient information to individuals so they understand about 

the personal information the agencies collect, use and usually disclose. 

Governments around the world recognise the importance of data security. In Queensland, 

government agencies have to comply with the requirements in the Information Privacy Act 

2009 (Qld) and, where applicable, in the Queensland Government Enterprise Architecture, 

which guides information and communications technology. This includes protecting personal 

information against loss, unauthorised access and other misuse.  

Users who are confident that a government agency handles their personal information 

appropriately are more likely to maintain trust in the agency, use an agency’s app and benefit 

from it. 

We selected three mobile apps for detailed review: 

QParents – operated by the Department of Education and Training (DET) 

MyTransLink – operated by the Department of Transport and Main Roads (TMR) 

Policelink – operated by the Queensland Police Service (QPS) 

The objective of the audit was to assess whether agencies effectively apply the privacy 

principles when developing and operating mobile apps for the community.  
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We considered the nature of the personal information the agencies collect, use and disclose. 

In particular, we examined whether agencies: 

• adequately considered the privacy principles when planning and developing mobile 

apps 

• applied the privacy principles when collecting personal information through mobile 

apps 

• adequately managed the security, access and use of personal information collected 

through mobile apps. 

Conclusions 
 

The three audited agencies adopted different approaches to deal with their privacy obligations 

when developing and operating the mobile apps.   

It is more efficient to design an information system with privacy in mind from the outset, rather 

than trying to add privacy protections once the system is operational. QParents is a good 

example of the benefits of the privacy by design approach. DET considered the privacy 

aspects of the QParents app in detail at the development stage. The department also built 

appropriate security measures to protect personal information handled through the app. As a 

result, the privacy protections in QParents support user confidence in the app and trust in 

government agencies.  

TMR adopted another approach, minimising the personal information its MyTransLink mobile 

app collects. The department has also set up a regular technical testing regime. These are 

effective ways to manage an agency’s privacy obligations and reduce privacy risk.  

QPS focused on getting the Policelink mobile app up and running. It did not consider the 

privacy aspects of the app when developing it in 2012 because of poor project governance. 

QPS developed an initial Privacy Impact Assessment in July 2017 at the conclusion of this 

audit. While this is a first step in incorporating privacy into the app, there is more work to do. 

The delay in considering the privacy aspects of the mobile app means that QPS cannot 

demonstrate how it ensured the app met the privacy principles, the legislative requirements or 

its own policies about privacy.  

The three agencies inform the users about the personal information they collect through their 

respective mobile apps. The apps have multiple links to privacy statements and other privacy 

information. There is a mix of generic privacy information and information tailored to a 

particular app. While this enables individuals to understand how the agencies will use and 

disclose the personal information they collect through the apps, it can also be confusing.  
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There is less information on why the apps seek permission to access specific features on the 

device.  

DET and TMR have designed the apps to protect information during collection, transfer and 

storage. They have implemented security controls and testing practices, supported by strong 

information governance frameworks. As a result, they can demonstrate they adequately 

manage the security, access and use of personal information collected through the apps. 

QPS did not test the app before deploying it and has not set up a testing regime. Weak 

governance means that QPS operates the app in isolation from its strategic information 

governance and its information and communication technologies (ICT) management and 

policies. Thus, QPS is unable to demonstrate how it manages the security, access and use of 

personal information collected through the Policelink app. 

Privacy in planning and development 
 

Considering the privacy implications of an app when developing it is a good way to make sure 

the agency meets its privacy obligations. Visible privacy protections such as data encryption 

increase consumer confidence and trust, and hence increase the likelihood that consumers 

will use the app.  

A Privacy Impact Assessment (PIA) enables agencies to identify the personal information they 

intend to collect and consider how they will manage it. The principles underpinning a PIA apply 

to any government agency. 

DET conducted a comprehensive PIA for QParents to assess possible privacy impacts. This 

is appropriate given the sensitivity of the personal information QParents collects and uses. 

TMR chose not to conduct a PIA because it decided that the MyTransLink mobile app would 

not collect personal information, unless a user elects to receive a response to their feedback.  

The Policelink mobile app collects personal information. However, QPS did not conduct a PIA 

before launching the app even though its policies support the conduct of a PIA or equivalent.  

The lack of a PIA means QPS cannot demonstrate how it ensured, at the development stage, 

that the app met the privacy principles. QPS was not able to identify and manage privacy risks 

related to the Policelink app, for example explaining the specific purpose for which it collects 

demographic information.  

QPS completed a PIA in July 2017. It is a good first step to incorporate privacy considerations 

into the existing mobile app, but QPS needs to do more work. For example, the PIA does not 

explain why noncompliance with five specific Information Privacy Principles is necessary for 

law enforcement activities for all or any of the personal information collected through the 
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Policelink mobile app. Similarly, the PIA does not explain the technological and procedural 

security measures QPS is applying to protect personal information. 

A PIA is a living document, and it loses relevance when agencies do not keep it up to date. 

Agencies need to reassess the privacy impacts of the app regularly, for example, when they 

update the app or release new features, to identify vulnerabilities and manage their privacy 

obligations.   

Privacy when collecting personal information 
 

Under the Information Privacy Act 2009 (Qld), agencies collecting personal information must 

take all reasonable steps to make people generally aware of why they are collecting the 

information and how they will use it. When a mobile app seeks permission to access personal 

information through specific features on the device, for example the camera, microphone or 

location tracker, agencies should provide a collection notice to the user at the earliest 

opportunity.   

DET tailored the privacy information to QParents. The collection notice is clear and detailed, 

and the policies are comprehensive, except about the current permissions. However, 

depending on the starting point, the user can access up to six different sources of information 

about privacy practices relevant to QParents. The terms and conditions for QParents list the 

permissions required, but not the reasons for seeking these permissions. For example, they 

state that the Google Analytics cookies collect location information, but do not explain why the 

app needs to access location information. 

TMR does not collect personal information for the operational functions of the app. Even so, 

there are links from the MyTransLink app to three sources of information about privacy, 

including privacy policies tailored to TransLink and generic information. 

Originally, the privacy information associated with individual Policelink forms was overly 

generic. As we were finalising the audit, QPS rationalised the collection notices for 20 forms 

and upgraded its privacy statement. The landing pages for these forms include an appropriate 

collection notice and a link to the service’s upgraded privacy statement. However, the reasons 

for collecting, and seeking permission to use, personal information are unclear for specific 

collections. For example, QPS does not explain how it will use information about a user's 

aboriginality when the user is reporting graffiti. Similarly, it is unclear how QPS will use access 

to recording audio through the microphone.  
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Privacy when storing, using or disclosing personal information 
 

Agencies controlling documents containing personal information must ensure that the 

documents are protected against: loss; unauthorised access, use, modification or disclosure; 

and any other misuse. There are also broader requirements for information security. Security 

testing before deploying a mobile app, an upgrade to an existing app or new feature, should 

be standard practice for all agencies.  

DET and TMR have considered the technical aspects of data protection, and the information 

governance, strategic information management and day-to-day operation of the QParents and 

MyTransLink mobile apps. Both departments tested their mobile apps before deploying them.  

DET and TMR have rigorous, ongoing testing regimes to identify vulnerabilities and to ensure 

cyber-security protections are in place. This includes identifying and mitigating the risks of the 

app being a means of accessing or penetrating wider departmental systems. 

QPS did not consider cyber-security aspects of the Policelink app before deploying it, or 

progressively as it released new functions, or in anticipation of new releases. The app 

developers assumed that other business units within QPS were responsible for information 

governance. They focussed on the immediate task of achieving functionality.  

QPS has not advised how it is managing the security, access and use of personal information 

collected through the Policelink mobile app. 

Recommendations 
 

We recommend that: 

1. DET updates its privacy impact assessment for QParents to address expanded 

permissions 

2. QPS enhances its privacy impact assessment for the Policelink mobile app, and 

documents in detail how it will ensure the app meets the requirements of the 

Information Privacy Act 2009 (Qld) and of the Queensland Government Enterprise 

Architecture 

3. DET, TMR and QPS ensure the sources of information about privacy accessible from 

the app are consistent and complete, to give users enough information about the 

agency’s practices in handling personal information in the context of the app 

4. DET, TMR and QPS explain to the users the reasons for the permissions to access a 

device’s features 

5. TMR includes information, on the TransLink website, about how to provide feedback 

or make a privacy complaint  
 

Office of Information Commissioner - Report No 1 to the Queensland Legislative Assembly for 2017-18 Page 5 
 



 

6. QPS updates the collection notices within forms about specific collections or specific 

questions 

7. QPS sets up a regime of cyber security testing for the Policelink mobile app, including 

vulnerability assessments and penetration testing 

 

We also recommend that all agencies: 

a. assess the privacy impacts of mobile apps at the development stage to identify and 

plan how they will meet the requirements of the Information Privacy Act 2009 (Qld) 

b. document how they consider privacy at key stages of developing and operating their 

mobile apps 

c. reassess the privacy impacts of mobile apps regularly, for example when rolling out 

new features and updates, to identify vulnerabilities and manage their privacy 

obligations 

d. give users a clear, specific and complete collection notice, tailored to the mobile app 

e. outline the device’s features the app requests access to and explain the reasons for 

seeking these permissions 

f. ensure they protect the personal information collected through mobile apps against: 

loss; unauthorised access, use, modification or disclosure; and any other misuse. This 

includes testing each app for vulnerabilities before deploying it and at key stages of its 

life. 

 

Note: All agencies means all government agencies subject to the Information Privacy Act 2009 

(Qld) including Queensland government departments, statutory bodies, local governments, 

public universities, Hospitals and Health Services, and other public authorities. 

Agency responses 
 

We provided a copy of this report to the audited agencies for their comments. We considered 

their views in reaching our conclusions. 

The agencies’ responses are in Appendix A. 
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2 Context 
 
 
A mobile app is a software application developed 

for use on small, wireless computing devices, 

such as smartphones and tablets, rather than 

desktop or laptop computers. 

The most commonly used mobile apps are social 

networking apps or games. However, Australians 

also use mobile apps to obtain services, including 

government services. Users report higher levels 

of satisfaction with government e-services 

compared with any other service delivery 

method, other than face-to-face service delivery.  

Mobile apps provide another pathway to government services, which increases the efficiency of 

their delivery. Apps are effective if members of the community are willing to use them and 

confident that their personal information is protected.  

We chose mobile apps for review that an app developer had designed for release through the 

two largest app stores.  Once downloaded from the app store onto the mobile device, the app 

interacts with the agency’s systems to provide government services to the community. 

 

Australians are becoming more discerning about privacy, and want to be able to choose the 

personal information they provide and its use, including in mobile apps. About half (44%) of 

Australians will choose not to use an app on a mobile device to protect their personal 

information.  
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The community rates trust highly.  

Most Australian consumers believe 

that trust is more important than 

convenience. Convenience includes 

the ease of use of a website, app or 

device.   

In 2017, a survey of Australians’ attitudes to privacy found that the community trusted health 

service providers the most (79%), followed by financial institutions (59%) and state and federal 

government departments (58%). 

In maintaining community trust, government agencies need to design mobile apps with privacy 

in mind. Unlike traditional programs for desktop computers, mobile apps can seek permission 

to access information stored on the hand-held devices. This includes location, contacts and 

pictures. Mobile apps can also seek permission to access and use a device’s features such as 

the camera, microphone and GPS. 

A hand-held device is inherently different to a desktop computer. Mobile apps have additional 

security and privacy concerns. For example, data transmitted through a mobile app using Wi-Fi 

transmission is susceptible to interception.   

Cyber security is a key concern for both federal and state levels of government. The Queensland 

government recognises the importance of data security. All agencies have to comply with the 

requirements in the Information Privacy Act 2009 (Qld) and departments and statutory bodies 

have additional obligations under the Queensland Government Enterprise Architecture which 

guides information and communications technology. App developers building mobile apps for 

government must also satisfy the requirements of the app stores before the app is available to 

the public.  

It is more efficient to design an information system with privacy in mind from the outset, rather 

than trying to add privacy protections once the system is operational. Visible privacy protections 

increase consumer confidence and trust, and hence increase the likelihood that consumers will 

use the app. If a mobile app has vulnerabilities or breaches users’ privacy, agencies may end 

up with time-consuming procedures and/or expensive payouts to resolve issues or privacy 

breaches.  

Government agencies achieve better outcomes and meet community expectations when they 

incorporate privacy considerations in the design of mobile apps. 
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Audit objectives, scope and method 
 

The objective of the audit was to assess whether agencies effectively apply the privacy 

principles when developing and operating mobile apps. We examined whether agencies: 

• adequately consider privacy principles when planning and developing mobile apps 

• apply the privacy principles when collecting personal information through mobile apps 

• adequately manage the security, access and use of personal information collected 

through mobile apps. 

We considered the nature of the personal information the agencies collect, use and disclose. 

We can only provide limited assurance on the findings about the technical aspects discussed in 

Chapter 5. This is because we relied on agencies’ self-assessments and we do not have the 

technical expertise to test these. 

Scope 

The audit examined three government agencies’ mobile apps available to the community:   

QParents – operated by the Department of Education and Training (DET) 

MyTransLink – operated by the Department of Transport and Main Roads (TMR) 

Policelink – operated by the Queensland Police Service (QPS) 

These apps are web-based apps in the sense that they access information over a network 

connection, rather than existing information within a device’s memory. We examined the apps 

available on the Australian Android/Google Play and iOS/Apple apps stores. We define the 

mobile app from the users’ perspective, for example when they access a web-interface from a 

portable device and submit online forms or receive alerts and notifications. 

This audit did not assess the platforms (Apple app store or Google Play store) distributing the 

apps, their operating systems, the security or privacy aspects of the platforms, or their collection 

of personal information. Similarly, any vulnerabilities of the devices themselves and their 

operating systems were not within scope. This includes overseas transfer or backup of 

information by the apps’ operating systems.  
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QParents Department of Education and Training 

QParents is a portal to online information in OneSchool, which 

is a system that supports teachers, administrators, parents and 

students in: 

• student management 

• curriculum and learning management 

• finance and asset management 

• resource management 

• performance, reporting and analysis. 

QParents provides parents of Queensland state school students with secure online access to 

their child’s information. It works on an ‘opt in’ model, where schools must first express interest 

in using the portal. Once DET rolls out QParents to the school, the school can invite parents to 

register for the portal.   

Registered parents gain direct access to the student’s information the school has decided to 

make available, for example student timetable, attendance records, report cards, invoices and 

payments. Parents can also use QParents to communicate with the school, for example about 

their child’s absences.  

DET launched the app on 30 May 2016 after a pilot program. The department reported that, as 

at November 2016, it had released QParents to 544 schools with 322 schools having started 

inviting parents. Approximately 30,000 parents had registered, covering approximately 

43,000 students.   

MyTransLink Department of Transport and Main Roads 

MyTransLink is an app that 

provides timetables and other 

information about bus, train, ferry 

and tram services in south east Queensland, Cairns and Mackay. The app allows customers to 

set their favourite services or stops, plan their journey and receive notifications and service 

alerts. In south east Queensland, customers can also access the trip announcer feature to track 

their journey in real-time.  

Mobile app users have downloaded the MyTransLink app 573,346 times between its launch in 

December 2014 to the end of September 2016. MyTransLink has 80,349 weekly active users.   
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Policelink  Queensland Police Service 
 
Policelink is a division of QPS. It provides a multi-channel 

point of contact for members of the community wishing 

to make non-urgent contact with Queensland Police.  

The Policelink mobile app is one option for reporting 

non-urgent incidents, including wilful damage and graffiti, 

lost property and fare evasion.  

The Policelink phone number, 131 444, is another way to contact police for non-urgent 

assistance. 

In October 2012, QPS launched a set of online forms on its website and the Policelink app on 

Australian app store platforms (Android/Google Play and iOS/Apple). The app is also available 

on the Windows app store.   

Between 2012 and 2015, QPS added forms to the Policelink webpage. The mobile app enables 

some, but not all, of the webpage functions.  

For example, a member of the community cannot use the Policelink mobile app to report cold 

call investment fraud. Similarly, an individual without a passport or a driver’s licence can only 

report wilful damage and graffiti over the phone or in person. 

QPS advised that, across all platforms, the app was downloaded over 65,000 times in the four 

years preceding 2017, compared with 180,000 downloads in the three years preceding 2015. 

Method 

We conducted this audit under section 135 of the Information Privacy Act 2009 (Qld). It provides 

for a broad audit scope and allows the Information Commissioner to review entities’ personal 

information handling practices, including technologies, programs, policies and procedures, to 

identify privacy related issues of a systemic nature generally. 

Details of the audit methodology are provided in Appendix B.  
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Report structure 
 

The report is structured as follows: 

Section Contents 

Chapter 3 examines privacy when planning and developing mobile apps 

Chapter 4 examines privacy when collecting personal information 

Chapter 5 examines privacy when storing, using or disclosing personal 
information 

Appendix A contains the responses received from the audited agencies 

Appendix B outlines the audit methodology 

Appendix C lists the terms and acronyms used in this report 

Appendix D contains references 

Appendix E overview of privacy impact assessment process 
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3 Privacy when planning and developing mobile apps 
 
 

Privacy should be built in, not bolted on.1 

Agencies should consider the privacy 

implications of any proposal from the outset. 

This is often more efficient than retrofitting 

systems, policies, services or products with 

privacy protections. 

Privacy Impact Assessments (PIAs) support 

good governance and encourage designing 

systems with privacy in mind. Agencies can 

use a PIA to identify, and plan for, how they will 

meet the requirements of the Information 

Privacy Act 2009 (Qld). 

Different projects will require different PIAs depending on the risk, the sensitivity and the volume 

of the personal information handled. The principles are scalable and applicable to any 

government agency. At a minimum, agencies should perform, and keep a record of, a threshold 

privacy assessment. The threshold assessment enables agencies to determine whether they 

need to undertake a full PIA process. Generally, if an app involves personal information, some 

form of PIA is necessary. We have published a guideline on PIAs on our website, and provide 

an overview at Appendix E. 

When agencies are developing a mobile app, a PIA enables them to identify the personal 

information they intend to collect and consider: 

• who to collect the personal information from and how to collect it 

• what legislation authorises or requires to collect the personal information 

• how to store the personal information, security precautions to ensure compliance with 

the privacy principles 

• who has access to the data 

• what they will use the personal information for 

1  Putting the Privacy into Service Delivery Reform, speech by Karen Curtis, Australian Privacy Commissioner, 2010. 
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• whether they will disclose the personal information and if so, to whom and for what 

purpose 

• whether they will share the personal information with any other entities 

• whether they will transfer the personal information outside Australia. 

In addition to complying with the Information Privacy Act 2009 (Qld) and the privacy principles, 

departments and statutory bodies must meet the requirements of the Queensland Government 

Enterprise Architecture. The Queensland Government Enterprise Architecture is the collection 

of ICT policies and associated documents that guides agency ICT initiatives and investments to 

improve the compatibility and cost-effectiveness of ICT across government. It supports the 

privacy principles and PIAs.  

A critical part of the Queensland Government Enterprise Architecture is the Information 

Standards, including Information Standard 18 which sets out required data and system security 

obligations. The implementation guideline for Information Standard 18 (IS18) states:  

Agencies should refer to IS18 for further information regarding the monitoring of 

communications including email and the Information Privacy Act 2009 for obligations 

regarding the protection of personal information. 

Considering the privacy implications of an app is a good way to make sure it meets the privacy 

obligations. Agencies should review the PIA and privacy risk before deploying the app and at 

key stages of its life cycle, for example when updating the app.  

We assessed whether the agencies adequately considered privacy principles when planning 

and developing the mobile apps. In particular, we examined whether they completed a PIA or 

equivalent. 

Conclusion 
 

The three agencies approached the development of their respective apps differently. DET 

adopted a privacy by design approach. The European Data Protection Supervisor defines 

privacy by design as: 

‘…building privacy and data protection up front, into the design specifications and 

architecture of information and communication systems and technologies, in order to 

facilitate compliance with privacy and data protection principles.’ 

DET conducted a comprehensive PIA for QParents to assess possible privacy impacts, given 

the sensitivity of the personal information QParents collects and uses. 
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TMR did not conduct a PIA. This is because it determined that the MyTransLink mobile app 

would not collect personal information, unless a user elects to receive a response to their 

feedback.  

Limiting the personal information collected is consistent with the privacy principles. While it is 

an effective way to manage an agency’s privacy obligations, we strongly support performing, 

and documenting, a threshold privacy assessment. 

The Policelink mobile app collects personal information. However QPS did not conduct a PIA 

before launching the app, even though its policies support the conduct of a PIA or equivalent. 

We observed a disconnect between policy and practice when QPS was developing the app. 

This is because the project governance was weak and the focus was on releasing the app.  

The lack of PIA means, at the development stage, QPS was not able to identify and manage 

privacy risks related to the Policelink app, for example to make sure it uses or discloses personal 

information appropriately.  

QPS cannot demonstrate how it ensured the app met the privacy principles, for example that 

there is a specific purpose for which it collects demographic information. An agency should not 

collect personal information just because it thinks the personal information may be useful at 

some time in the future. Users who are not confident that a government agency handles their 

personal information appropriately may lose trust in the agency and may be less likely to seek 

contact with the agency. 

QPS completed a PIA in July 2017. It is a good first step to gradually incorporating privacy 

considerations into the existing mobile app.  

A PIA is a living document, and it loses relevance when agencies do not keep it up to date. 

When agencies reassess the privacy impacts of the app, for example when they deploy app 

updates or release new features, they are better able to identify vulnerabilities and manage their 

privacy obligations.   

Detailed findings 
 

DET commissioned Crown Law to complete a thorough and extensive PIA before releasing 

QParents. The app collects, and gives access to, personal information such as reasons for a 

student’s absence. The PIA identifies that the collection of personal information is for a purpose 

directly related to schools' functions and activities under the Education (General Provisions) Act 

2006 (Qld). This is consistent with Information Privacy Principle 1.   

The PIA describes QParents, the information collected and the flow of information, and the 

privacy requirements for the app. It also describes and assesses the app’s functions against 
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each privacy requirement. The PIA identifies privacy risks, their likelihood and impact and 

recommends actions the department should take to comply with the requirements, or prevent 

or mitigate privacy risks. Crown Law used the methodology described in our guideline. 

However, the current version of QParents accesses personal information that the original PIA 

did not consider, for example, data about the device’s location. The department plans to assess 

the privacy impacts of further app development, and will consider these permissions. 

DET has strategies to identify and manage privacy impacts as part of continuous improvement: 

• An information governance committee ensures mobile app development considers 

relevant legislation, the department’s policy and strategic direction, and its strategic 

business and technical environment. 

• A stakeholder reference group evaluates updates and discusses proposals. 

• Up to date policies and procedures reflect the department’s privacy obligations.  

• Staff operating the app, including contractors, receive annual training covering privacy 

obligations. 

TMR decided to minimise collecting personal information when developing MyTransLink, but 

did not document this decision. The app only collects a user’s name and contact details when 

the user requests a response to their feedback. This approach is effective in minimising privacy 

risks and intrusion into the personal affairs of a individual. As a result, TMR felt it was not 

necessary to conduct a PIA but did not document its considerations.  

During this review, TMR created a new position within TransLink to ensure project managers 

use the department’s project management tools and templates, and document key facts. The 

department advises that it will conduct PIAs, information security classifications and other key 

governance initiatives as required for future major updates to the MyTransLink app.   

When TMR collects personal information to respond to a customer’s feedback, it stores it on the 

Customer Engagement Team’s database, which is separate from the operating database for 

MyTransLink.   

In its contracts with public transport service providers, TMR requires all parties involved to use 

and disclose the information appropriately. This includes when using personal information to 

respond to user feedback. The department has tailored privacy clauses in its contracts with 

service providers. It also notifies users in its privacy policy, accessible from within the app, that 

it might disclose information to contracted service providers. 

When developing the Policelink mobile app, QPS did not complete a PIA or equivalent despite 

the app collecting personal information such as name, date of birth and gender. Depending on 
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the type of online report, the app also collects identification details, such as a driver’s licence or 

passport number, and cultural details, such as whether or not a person identifies as Aboriginal 

or Torres Strait Islander. 

QPS’s policy position on privacy is positive, strong and firm. The policies and procedures about 

technology and privacy are detailed and rigorous, except for privacy complaints. We have not 

described the issues around privacy complaints as they are not the focus of this audit. It is clear 

that QPS expects its staff to follow the policies, including about privacy. The Operational 

Procedures Manual and Management Support Manual outline the privacy principles and 

describe how QPS staff must adopt the principles in daily operations. 

The project documentation is limited. The information about the origin of the project mostly relies 

on the recollection of people involved at that time. 

The project documentation does not explain how the app deals with personal information and 

privacy, for example:  

• the reasons for collecting the personal information through the Policelink app 

• the ways in which QPS will use or disclose this personal information 

• the nature of any statistical or other reports generated from the personal information 

collected 

• the notifications to the community about the personal information collected, stored, used 

and disclosed 

• the impact of collecting personal information on a user’s experience, particularly how it 

affects users’ attitudes to reporting incidents.   

We identified two factors contributing to QPS not applying the relevant privacy policies when 

developing the mobile app: 

• unclear responsibility for project management oversight  

• limited project scope. 

It is not clear who was ultimately responsible for overseeing the project. This means that, at the 

design and development stage, QPS did not ensure that the app met the legislative 

requirements for privacy and/or its own policies about privacy.  

The project acquittal dated October 2015 stands alone as formal, signed project documentation. 

While it shows the chain of responsibility for project reporting, it is incomplete. It does not provide 

evidence as to whether and how executive management was involved in planning, overseeing 

or evaluating the development of the mobile app. The acquittal contains inconsistencies and 
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some key sections are blank. For example, there is minimal information in the section on 

‘Alignment to agency/program strategies and objectives’. A final section on ‘Project Closure 

Acceptance’ is blank and unsigned. 

In developing the Policelink mobile app, QPS acted on assumptions about the use or disclosure 

of information, for example: 

• If police officers collected the information originally, they must use it for something, for 

example, 'investigative purposes'. 

• If statistical information is collected, some part of government must have demanded the 

statistics. 

• Someone must use the information collected through the website. 

• It was not the project team’s role to ask questions about the practices of another 

business unit within QPS. 

• The existing online tools (for example links to privacy policies on the QPS website) 

covered policy requirements. 

QPS has not documented these assumptions which the project team put forward during our 

interviews. The team believed that its job was to achieve functionality – quickly, responsively 

and within budget – which it did. This view was consistent with executive management 

recognition of these achievements. 

During the review, QPS identified an executive manager responsible for the Policelink mobile 

app. QPS has shown commitment to addressing the privacy considerations for persons using 

the app. In July 2017, it completed a PIA for the app. The PIA touches on most of the elements 

in our guideline, except for identifying and consulting with stakeholders. We note that QPS is 

still finalising details that will inform the PIA, for example, how it will test the app for 

vulnerabilities.  

This is a first step but QPS needs to do further work in the following areas: 

• The map of personal information flow does not describe security classifications for 

information in accordance with the Queensland Government Enterprise Architecture. 

• The PIA does not explain the audit checks QPS has undertaken or will undertake. 

• There is little or no discussion on access rights and processes, disclosure of personal 

information to third parties, or the potential for transfer of information outside Australia.  

• It does not map the flow of information through to a final conclusion. 
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• QPS cites section 29 of the Information Privacy Act 2009 (Qld) as being a blanket 

exemption from five Information Privacy Principles. Section 29 states that a law 

enforcement agency is not subject to these principles if QPS is: 

‘satisfied on reasonable grounds that noncompliance is necessary for activities 

related to the enforcement of laws.’  

The PIA does not explain why noncompliance is necessary for all or any of the personal 

information collected through the Policelink mobile app. 

• The PIA does not explain the technological and procedural security measures it is 

applying to protect personal information. 

• QPS sets out a limited capacity to make privacy complaints about the app when the 

Information Privacy Act 2009 (Qld) provides for a more comprehensive complaints 

process.  

• The PIA does not adequately cover the privacy implications of using a contracted service 

provider. 

QPS is continuing to develop the Policelink mobile app and releasing new features. Every time 

it changes the app, QPS will need to re-assess the privacy considerations and update the PIA 

accordingly.   

Recommendations  
 

We recommend that: 

1. the Department of Education and Training updates its privacy impact assessment for 

QParents to address expanded permissions 

 

2. the Queensland Police Service enhances its privacy impact assessment for the 

PoliceLink mobile app, and documents in detail how it will ensure the app meets the 

requirements of the Information Privacy Act 2009 (Qld) and of the Queensland 

Government Enterprise Architecture 

 

We also recommend that all agencies subject to the Information Privacy Act 2009 (Qld): 

a. assess the privacy impacts of mobile apps at the development stage to identify, and 

plan how they will meet the requirements of the Information Privacy Act 2009 (Qld) 
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b. document how they consider privacy at key stages of developing and operating their 

mobile apps 

 

c. reassess the privacy impacts regularly, for example when rolling out new features and 

updates, to identify vulnerabilities and manage their privacy obligations 
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4 Privacy when collecting personal information 
 
 

Under the Information Privacy Act 2009 (Qld), 

agencies collecting personal information must take 

all reasonable steps to make people generally 

aware of why they are collecting the information and 

how they will use it.   

When an agency gives information to individuals so 

they understand about the personal information the 

agency collects, uses and usually discloses, we call 

this a collection notice. 

Agencies should consider how to deliver the collection notice effectively and at the right time. 

Ideally, users will see the notice before they download the app, or before they start using it. 

Agencies should also explain why the app seeks permission to access specific features on the 

device, for example the camera, microphone or location tracker. Where possible, the app should 

allow users to opt out of the collection of their personal information. 

It can be difficult to communicate this information effectively on a small screen. An agency 

should consider strategies for giving an effective notice, such as using short form notices where 

possible, putting important information up front with links to more detailed explanations, or using 

graphics, colour or sound to draw attention to notices.  

We assessed whether the three agencies under review apply the privacy principles when 

collecting personal information through the mobile app. In particular, we examined whether each 

agency takes all reasonable steps to inform the user generally about the personal information it 

collects and uses. 

Conclusion 
 

The audited agencies inform the users about the personal information they collect through their 

respective mobile apps. There are links to privacy statements and other privacy information from 

the apps. This enables individuals to understand how the agencies will use and disclose the 

personal information they collect through the apps. There is, however, less information on why 

the apps are seeking permission to access specific features on the device. 

DET has excellent privacy information tailored to QParents. Its policies are comprehensive and 

complete, except about the current permissions. TMR does not collect personal information for 

the operational functions of the app. Even so, TMR has includes links to privacy policies in its 
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MyTransLink mobile app. Originally, the privacy information associated with individual Policelink 

forms was overly generic. As we were finalising the audit, QPS rationalised the collection notices 

for 20 forms and upgraded a privacy statement. The forms’ landing pages include an appropriate 

collection notice and a link to the service’s privacy statement. 

The three apps contain multiple links to privacy statements or terms and conditions. These links 

direct users to multiple sources for information on privacy, including information tailored to the 

specific app and generic information. This can be confusing at times.  

DET, TMR and QPS do not explain to users the reasons why the mobile apps seek permission 

to access functions on the hand-held device. 

Detailed findings 
 

QParents users have opportunities to consent or withhold consent to DET collecting their 

personal information. The process of activating QParents goes through a layered and informed 

series of consents. First, the school must choose to offer QParents and decide what information 

from OneSchool the parents will be able to access. Then the school invites parents to use the 

portal. Finally, the parents decide whether or not to register for QParents.   

However, there is no 'single point of truth' about privacy practices relevant to QParents. 

Depending on the starting point, the user can access up to six different sources of information. 

The QParents mobile app links to different privacy statements prior to download, during 

registration and from within the app. DET has advised that it will review the privacy statements 

for consistency. 

Prior to download, both the Google Play Store and Apple iTunes Store have a link to the 

developer website, in this case DET. The Google Play link opens a QParents webpage on the 

department’s website. The Apple link accesses the QParents portal. Both webpages outline the 

information collected through the app, the reasons for collection and to whom the information 

might be disclosed. Both provide a clear and detailed collection notice, whereas the whole-of 

government privacy statement accessed from the privacy link on the webpage is more general. 

Also before download, the Google Play store and Apple iTunes store have a privacy policy link, 

which opens the privacy statement accessible from the department’s website footer. This is 

generic and not as useful as the QParents webpage. 

The privacy statement provided on registration is specific to QParents. In addition to the 

statement, the terms and conditions explain the use of a student photo, authorisation of 

delegated viewers and the possibility of information going overseas. Together, the privacy 

statement and terms and conditions provide a very good collection notice for the personal 
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information the app collects. It would be improved by explaining the reason for each permission. 

The terms and conditions list the permissions required, but not the reasons for seeking these 

permissions. For example, they state that the Google Analytics cookies collect location 

information, but do not explain why the app needs to access location information.  

The department publishes a QParents User Guide accessible from a QParents webpage. The 

guide informs users about updates to QParents. It states that a 2017 release is live, and the 

support information reflects the latest changes, including updates to the use, collection or 

security of information. For example, the 2017 release mentions options for parents to verify 

identity. 

The department provides support to users of the OneSchool system; this includes responding 

to QParents users about service requests or faults. The department’s internal policies do not 

explicitly refer to privacy or data breaches when considering escalating calls. The information 

to support staff dealing with questions about QParents does not cover privacy explicitly. For 

example, the guidance does not highlight the importance of identifying privacy issues and 

escalating a support call if it involves a possible privacy complaint or a privacy breach. DET 

advised it might be possible to include this in future versions of the guidance. 

TMR does not collect personal information to operate the MyTransLink app. The app seeks 

permission for push notifications and geolocation data. The permissions are linked to a 

randomly generated user ID, which is not connected to any personal information. If a user does 

not give permission for push notifications or access to geolocation data, MyTransLink will work 

with limited functionality (for example, the app will not be able to alert a user on approach to a 

particular stop). 

The app collects personal information only if: 

• a user provides feedback on the operation of the app; and 

• the user selects the option on the feedback screen to request a response (name, 

address, phone, and/or email). 

Even so, the department provides information about its privacy practices, for example in the 

app’s conditions of use. The app contains a link to TransLink’s privacy policy on the entry 

screen, and on other screens throughout the app. 

The MyTransLink app links to three sources of information about privacy, including privacy 

policies tailored to TransLink and generic information.  
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The ‘MyTransLink app’ webpage states  

‘MyTransLink doesn't collect or store any of your private information. The app will save 

your favourite services ('My services') and stops ('My stops')—it won't collect any other 

information about you or your phone.’ 

This statement is incomplete. It does not mention that the app collects contact information when 

the user requests a response to their inquiry or feedback. 

At the bottom of the webpage there is a link to ‘MyTransLink conditions of use’. The conditions 

of use mention the collection of contact details for surveys, and to improve the app and 

TransLink’s services. 

The global footer on the webpage links to a TransLink privacy statement. While the statement 

refers throughout to TMR, it is distinctly a TransLink statement. It differs from the department’s 

‘Privacy and security statement’ accessible from TMR’s website. The two privacy statements 

align but are tailored to the different products and services. For example, the TransLink’s 

statement excludes content about drivers’ licences but includes information about go cards. 

TransLink’s ‘Privacy’ webpage does not explain how TMR informs users of any changes that 

affect collection, use or security of their personal information. 

TMR’s contact details for any questions about privacy and security practices are available on 

the website. The department could improve this information and explain how to provide 

feedback or make a privacy complaint. 

QPS informs the users of its Policelink mobile app about the collection, use and disclosure of 

personal information.  

During our review, we found two issues with the app’s collection notices: 

• At times, the app relied on generic information, which was insufficient because it was 

not specific enough for a person to understand the purpose of the collection. 

• QPS provided multiple sources of privacy information which were not always accurate 

or consistent. 

QPS addressed these issues as we were finalising the review. It changed online forms to reduce 

the collection of personal information and upgraded its privacy information. Now, when users 

access one of 20 forms through the app, they see a short collection notice on the landing page 

for the form. There is also a link to an updated privacy statement, that contains a newly tailored 

and comprehensive collection notice. Users must ‘agree’ to this privacy information, in nearly 

all cases, before they can complete the form. Additionally, seven forms are in a new format and 

QPS advised it will continue to upgrade the forms in this way. 
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QPS has not yet amended the notices within forms about specific collections or specific 

questions. The match of collection/permission to use is unclear for specific collections. For 

example, QPS does not explain how it will use information about a user's aboriginality when the 

user is reporting graffiti. Similarly, it is unclear how QPS will use access to recording audio 

through the microphone.   

Originally, QPS directed users of the Policelink app to multiple generic information sources, 

which were inconsistent with each other. The privacy link within the app accessed multiple 

privacy statements depending on the form a user completed, for example reporting fare evasion 

or registering a party. The app relied on the whole-of-government privacy statement and the 

privacy statement available on QPS’s website. These statements were generic, and not tailored 

to the mobile app context.  

The Policelink mobile app seeks a wide range of permissions, including location information, 

access to contact lists, access to the device’s audio, video or camera recordings and to USB 

storage of data.   

The Android/Google Play app store requires that the description lists the permissions sought. 

The descriptions on the app stores are not consistent with other descriptions. For example, the 

description accessible from the device differs from the description on the app store’s website.   

Recommendations  
 

We recommend that: 

3. the Department of Education and Training, the Department of Transport and Main 

Roads, and the Queensland Police Service ensure the sources of information about 

privacy accessible from the app are consistent and complete to give users enough 

information about the agency’s practices in handling personal information in the 

context of the app 

 

4. the Department of Education and Training, the Department of Transport and Main 

Roads, and the Queensland Police Service explain to the users the reasons for the 

permissions to access a device’s features 

 

5. the Department of Transport and Main Roads includes information, on the TransLink 

website, about how to provide feedback or make a privacy complaint  
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6. the Queensland Police Service updates the collection notices within forms about 

specific collections or specific questions 

 

We also recommend that all agencies subject to the Information Privacy Act 2009 (Qld): 

d. give users a clear, specific, and complete collection notice, tailored to the mobile app 

 

e. outline the device’s features the app requests access to and explain the reasons for 

seeking these permissions  
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5 Privacy when handling personal information 
 
 
Cyber security is a critical risk to privacy and 

personal information. Under the privacy principles, 

an agency having control of a document containing 

personal information must ensure that the 

document is protected, for example, against loss or 

misuse.  

The Information Privacy Act 2009 (Qld) also 

describes requirements for the use, disclosure and 

handling of information, and transfer of personal 

information outside Australia. 

Under Information Standard 18 about information security, departments and statutory bodies 

must implement information security to protect information assets, and any ICT assets which 

create, process, store, view or transmit information, against unauthorised use or accidental 

modification, loss or release. This includes developing, documenting, implementing, maintaining 

and reviewing appropriate security controls to protect the information agencies hold by: 

 establishing appropriate information security policy, planning and governance within the 

agency in line with the standard, including adopting all specified frameworks, standards 

and reporting requirements 

 implementing appropriate security controls, as detailed by the standard and its 

supporting documents. 

Security testing before deploying a mobile app should be standard practice for all agencies. 

They should repeat the testing before rolling out an upgrade or new feature. 

The Information Privacy Act 2009 (Qld) requires agencies to take all reasonable steps to ensure 

contracted service providers comply with the privacy principles. For ICT contractors, the 

Queensland Government Information Technology Contracting Framework supports agencies to 

achieve legislative compliance. It provides a standard form of contract which includes as 

standard a clause binding contractors to the privacy principles.   

In seeking to test cyber security for the mobile apps, we worked with the Queensland 

Government Chief Information Office to develop a questionnaire, based on the ISACA Mobile 

Apps Audit Testing Framework. We requested agencies self-assess their cyber-security for the 

mobile apps subject to this audit. As a result, we provide limited assurance only on the findings 

about the technical aspects. 
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We considered whether the three audited agencies are adequately managing the security, 

access and use of personal information collected through mobile apps.  

We examined whether the agencies: 

• test the security of the mobile app before deployment or updates 

• ensure the personal information is stored securely, or if applicable, is transferred 

overseas appropriately  

• ensure any external contracted service providers operate in accordance with the 

Information Privacy Act 2009 (Qld). 

Conclusion 
 

DET and TMR have considered not only the technical aspects of data protection, but also the 

information governance, strategic information management and day-to-day operation of the 

QParents and MyTransLink mobile apps. As a result, they can demonstrate they adequately 

manage the security, access and use of personal information collected through the apps. 

DET and TMR tested their mobile apps before deploying them. They have designed the apps 

to protect information during collection, transfer and storage.  

Both departments have rigorous, ongoing testing regimes to identify vulnerabilities and to 

ensure cyber-security protections are in place. This includes identifying and mitigating the risks 

of the app being a means of accessing or penetrating wider departmental systems. 

QPS did not test the Policelink mobile app before deploying it and has not set up a testing 

regime. Weak governance means that QPS operates the app in isolation from its strategic 

information governance and ICT management and policies. The app developers assumed that 

other business units within QPS were responsible for information governance. They focussed 

on the immediate task of achieving functionality.  

As a result, QPS cannot demonstrate how it is managing the security, access and use of 

personal information collected through the Policelink app. 

QPS is considering establishing a cycle of vulnerability assessments and penetration testing, 

but has not given details about the proposed testing cycle, what it will address or the timing of 

its implementation and frequency. 

The three agencies advised that they do not transfer overseas the personal information they 

collect through the apps. They also use standard government contracts to engage ICT service 

providers to develop, update or operate the apps. The standard contracts bind the providers to 

the privacy principles.   
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Detailed findings 
 

DET has a detailed and comprehensive approach to cyber security for QParents, incorporating 

privacy by design principles, security controls, penetration testing, regular vulnerability testing, 

encryption of data in transit and at rest, and authentication practices. This approach governed 

the design of the app before the department deployed it, and continues to govern the operation 

and development of the app. 

The department ensures the personal information it collects through QParents is stored 

securely. It has a strong governance framework with internal controls, including information 

management controls.  

There is also an organisational structure with clear lines of responsibility and reporting for 

QParents. At the most senior level, the Innovation and Information Steering Committee is 

responsible for information management, supported by a suite of tools, including an enterprise 

assurance framework and risk management software. 

Reporting to the Innovation and Information Steering Committee, the OneSchool Board has 

decision authority for QParents. The OneSchool Board includes the Assistant Director-General, 

Information and Technologies Branch, the Chief Information Officer, and the Executive Director, 

One School. 

DET analysed the information environment and designed safeguards to protect the information 

it stores appropriately. For example, the department categorises student data as ‘protected’ and 

encrypts it during a connection between the user and the server, using SSL Certificates.  

The mobile app requires proof of identity to register, and supports two-factor authentication 

while it is used. The registration process verifies each parent’s identity, and ultimately provides 

a code or password for the parents to use. These steps are designed to prevent unauthorised 

access to personal information. 

Three out of five of DET’s contracted service providers are bound to the privacy principles in 

their contracts. Of the other two providers, one has passed a stringent independent privacy 

assessment and the other is not handling personal information and does not need to be 

contractually bound to the privacy principles. The department advised it does not transfer 

overseas the personal information collected through the QParents mobile app. 

TMR tested the MyTransLink app before deployment. The department conducts regular data 

security testing. It uses external testing companies to verify that updates of, and changes to, the 

app work properly, and to check data security.  TMR conducts vulnerability scanning on a 

monthly basis and penetration testing as needed to identify risks, including to the department’s 
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information holdings. The department reviews the testing results for technical aspects of 

projects and addresses any risks. 

The MyTransLink app does not collect or store personal information, other than to respond to 

feedback. If TMR decides to expand the app’s scope so that it collects further personal 

information, this will be a trigger point for the department to reconsider the privacy implications. 

TMR has built technical aspects of data protection into the operation of the MyTransLink app. 

The app randomly generates a unique User ID in a standalone TransLink database, and stores 

information about favourite stops or services with the User ID locally on the user’s device. This 

is not personal information, as the app matches the user account number to the device, and not 

to the person or to personally identifying information.   

TransLink has a good information governance framework, which it strengthened during our 

review. Originally, the Digital Solutions team within TransLink would prepare a briefing note on 

potential projects for endorsement by the Technology Change Management Committee, 

Customer Evolution Advisory Group and then for approval by the Customer Evolution Board. If 

approved, developers would prepare a project plan for approval, in most cases. TMR’s sample 

project briefing mentioned risks and issues, and the Information Privacy Act 2009 (Qld).  

TransLink has since adopted a more formal and structured approach to project governance. It 

has created a project governance position within the Digital Solutions team, to ensure all ICT 

projects meet project management and information governance requirements. 

In general, all TransLink’s ICT contractors are accredited under the Government Information 

Technology Contracting Framework. The standard terms and conditions of the contract bind the 

contractors to the privacy principles. 

TMR advised that it does not send TransLink customer information offshore. 

QPS has not considered cyber-security aspects of the Policelink app before deploying it, or 

progressively as it released new functions, or in anticipation of new releases. 

At the time of our audit, QPS has not conducted technical testing of the Policelink mobile app, 

penetration testing or vulnerability testing, with one exception. The Public Service Business 

Agency, which provides ICT support to QPS, was examining certificate issuance across a 

number of applications in early 2015, and came across a security issue with the Policelink 

mobile app. QPS fixed the problem within a week. It has not taken other testing action. 

QPS has not advised how it is storing the personal information collected through the Policelink 

mobile app securely.  

The app developer advised that the app does not transfer information overseas. 
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QPS used a whole-of-government procurement contract to engage the app developer. This 

contract binds the developer to the privacy principles. 

Recommendations  
 

We recommend that: 

7. the Queensland Police Service sets up a regime of cyber security testing for the 

Policelink mobile app, including vulnerability assessments and penetration testing 

 

We also recommend that all agencies subject to the Information Privacy Act 2009 (Qld): 

f. ensure they protect the personal information collected through mobile apps against: 

loss; unauthorised access, use, modification or disclosure; and any other misuse. This 

includes testing each app for vulnerabilities before deploying it and at key stages of 

its life. 
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Appendix B – Methodology 
 
 

We thank the staff of the audited agencies for their support and co-operation. 

Audit objectives 

The objectives of the audit were to assess whether agencies effectively applied the privacy 

principles when developing and operating mobile apps. 

The audit examined whether agencies: 

• adequately considered privacy principles when planning and developing mobile apps 

• applied the privacy principles when collecting personal information through mobile apps; 

and 

• adequately managed the security, access and use of personal information collected 

through mobile apps. 

We conducted this audit as part of our privacy review function, as set out in section 135 of the 

Information Privacy Act 2009 (Qld) (IP Act). 

We selected the mobile apps for review based on arange of criteria, including: 

• mobile apps for use by the public or general community 

• number of downloads – high volume increases risk 

• type of information collected – the sensitivity of the information increases impact of a 

privacy breach 

• date of last update – an app that is not being maintained might be more vulnerable to 

attack 

• permissions/access requested – the greater the access, the higher the risk 

• privacy notice or statement – visible privacy awareness mitigates against there being 

risks. 

The audit did not assess the platforms for app distribution, their operating systems, the security 

or privacy aspects of the app stores or any vulnerabilities of the devices themselves. Similarly, 

collection and security at the point of the platforms were not within scope. 

The audit did not review the rationale for developing the mobile apps or their cost-benefit 

proposition. 
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Lines of inquiry 

Sub objective Line of inquiry 

Agencies have adequately considered privacy 

principles when planning and developing the 

mobile app 

The agency has completed a Privacy Impact 

Assessment (PIA) or equivalent 

(Information Privacy Principle (IPP) 1) 

 The agency has tested the privacy aspects of the 

app before deploying it (including technical 

testing)  

(Sections 27, 31 and 33-37 of the IP Act, 

Schedule 3 of the IPPs and Schedule 4 of the 

National Privacy Principles (NPPs)) 

Agencies are applying the privacy principles 

when collecting personal information through the 

mobile apps 

The agency takes all reasonable steps to inform 

the user about the personal information it will 

collect and use  

(IPPs 1-3 and NPP 1) 

Agencies are adequately managing the security, 

access, and use of personal information 

collected through the mobile apps 

The agency ensures the personal information is 

stored securely 

(IPP 4 and NPP 4)  

or  

if applicable, transferred overseas appropriately  

(Section 33 of the IP Act) 

 The agency ensures the personal information is 

used and disclosed appropriately  

(IPP 10 and 11, and NPP 2) 

 Any external contracted service providers 

operate in accordance with the Information 

Privacy Act 2009 (Qld) 

(Chapter 2, Part 4 of the IP Act) 
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Appendix C – Commonly used terms and acronyms  
 
 

Term/Acronym Definition 

DET Department of Education and Training 

ICT Information and communication technology 

IP Act Information Privacy Act 2009 (Qld) 

IPP Information privacy principle 

IS18 Information Standard 18 – Information Security 

ISACA framework Mobile Apps Audit Testing Framework, developed by ISACA, an 

independent, non-profit, global association, engaging in the 

development, adoption and use of globally accepted, industry-

leading knowledge and practices for information systems. ISACA 

was previously known as the Information Systems Audit and Control 

Association. 

Mobile app Mobile application: a mobile app is a software application developed 

specifically for use on small, wireless computing devices, such as 

smartphones and tablets, rather than desktop or laptop computers. 

NPP National privacy principle 

PIA Privacy Impact Assessment 

QPS Queensland Police Service 

TMR Department of Transport and Main Roads 
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